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Foreword

Perhaps it does not need saying yet again, but security is a means, not

an end. For this reason, and because technological advance is growing

faster, the �means� that comprise security today are likely to be short

lived, yetmeans short-lived-ness is not a free pass to ignore them, toput

no effort into evolving them. Ends are not short lived.

Most of us who earn our keep in the security trade are well aware of

the essentialness of constant adaptation. This constant adaptation is a

prerequisite to getting one�s job done; ironically, constant adaptation

applies to both BadGuys and GoodGuys. Our problem is that the Bad

Guys enjoy a structural advantage over the Good Guys: where in the

physical world it is the crook whomust engineer the perfect crime and

the police who have all the time they need, in the digital world it is the

policeman who has to be perfect and the crook who can be patient.

That the Good Guys are at a disadvantage is not a first-principles

deduction by some logician – it ismerely an observation. Looking back

over the last decade, it is easy to observe that the amount of treasure

and labor being expended on security has risen very fast indeed. At the

same time, the loss of goods and control engineered by the opposition

has risen. We are many. They are few. We are losing. They are

winning. The reason is structural.

When you are at a structural disadvantage, the first choicemight be to

just get out of the game. Who wants to play baccarat against a crooked

croupier? Or take a spitball when the umpire works for the other team?

Better to play at another casino. Better to stand on another diamond.

Sadly or not, getting out of the digital security game is not in the cards.

Something else has to happen.

We are dependent on the kind of networked cooperation made

possible such a short time ago with the appearance of Mosaic (March
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14, 1993, to be precise). The rate of change, even in the short retrospect

of sixteen years, proves that predicting future change is an unlikely

business. The one prediction that seems assured is that we may think

we are dependent on networked communications today, but we ain�t
seen nothin� yet! Web 2.0 will see to that because, if nothing else, it is

already doing so – a kind of proof-by-demonstration that William

Gibson�s famous bon mot embraces, �the future is already here, just

unevenly distributed.� If we are going to be so dependent on Web 2.0

that society literally could not survivewithout it, and do that in aworld

where the opposition has an all-but-permanent structural advantage, it

really is time to get serious. As the 44th President said in his Inaugural

Address, �In the words of Scripture, the time has come to set aside

childish things.�
This book is about setting aside childish things, such as assuming that

somehow we�ll muddle through. Marcus Ranum may have sounded

cynical to some ears when he said: �Will the future bemore secure? It�ll
be just as insecure as it possibly can, while still continuing to function.

Just like today.� But he didn�t sound cynical tomy ear. The difference is

that the complexity of theWeb 2.0þ world and our dependence on it

makes the core of Ranum�s remark, �while still continuing to function,�
the core of whatever debate there still is.

(Look,) It is entirely clear that convergence of nearly all commu-

nications-based functions in the economy and in society to Internet-

based communications is inevitable if not already true. It is entirely

unarguable that increasing quantities of data that make all this conve-

nience work are held not on one�s desk but on the Web itself. It is

entirely predictable that themore dependent we are on something, the

more its vulnerabilities matter and the more our opponents will invest

in R&D aimed at it. So, Points #1 and #2:Web 2.0 is irresistible so long

as it works, and the only real failure would be a loss of trust after some

unignorable security shortcoming – everything else is fungible.

There is a joking restatement of the Three Laws of Thermodynamics

that goes like this:

You can�t win

You can�t break even

You can�t get out of the game

That is where we are: we cannot get out of the security game

because we cannot get out of theWeb 2.0 game, even if wewanted to.

(Which we don�t.) That we are at a structural disadvantage is just a

restatement that we can�t win. That we can�t break even says that what
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we do for security will be judged as all risk management is judged: by

what did not happen as much as by what did. Them�s the breaks.

Behavioral psychologists will tell you that you begin to change

outcome the minute you begin visibly taking data. If security is a

process in its operation and amindset otherwise, then it is timewe took

some data. In a structural disadvantagewhere success is when nothing

happens, our aim is to be a less attractive target than someone else so

that the things that must happen, happen to that someone else. This

isn�t jaded. This is Real Politik.
The authors of this bookhave set out to doadifficult thing, and that is

to transmit what they know about how to think. In a complex world

addicted to convenience, how to think often seems like an expensive

hobby compared to what button to press, what exactly to do. As

complexity grows, what button to press may be the only thing all but

the few can do. How to think is not so quick, and it is never cut-and-

dried. How to think doesn�t tell youwhat button to press, and knowing

what button to press proves nothing except that you can follow

instructions. Knowing what button to press is nevertheless good

enough when you don�t have sentient opponents, only accidents and

stray alpha particles. Knowingwhat button to press is useless when the

opponent is sentient and is gaming you. When sentient opponents are

what you are up against, you need to be able to think. You need to be

able to out-think.

We all know from long experience that (1) there are never enough

experts to go around, and (2) that security must be built-in rather than

bolted-on. In our current world situation, it is probably fair to say that

the demand for security expertise so outstrips supply that the charlatan

fraction is rising. As such, someway to extend the reachof the expertise

we do havewould be a VeryGood Thing. Becausewe all know that an

ounce of built-in security is worth many, many pounds of field

upgrades. No rational observer would argue other than that the scarce

expertise absolutely must be deployed at the earliest possible stage of

development, which is to say where the supply-demand imbalance is

least and the leverage on what supply we do have is greatest.

Thus we come to the point of this book. By whatever precise

definition you choose, Web 2.0 is the future, it is already here if

unevenly distributed, and it needs security built-in, not bolted on. The

best expertise we have needs to be in the front end of every Web 2.0

construction. Sure, some constructions have already been done, and,

let us hope, done well. But there is a lot more to come and it needs our

Foreword xiii



collective best skill if we are not to create something really bad. But

how?

The answer is discipline, anddiscipline in the formof standards and,

even, Standards. Sure, standards (or Standards) are sometimes just so

muchbureaucracy and self-flattery. That is not the case here. Yes, there

are people who are so good at what they do that standards (or

Standards) just get in the way.

There are too few of those folks to matter, and they won�t live
forever. If there is anything the last sixmonths in finance have shown, it

is that we humans are abundantly capable of building systems more

complex than we can understand when in operation. As Mike O�Dell

used to say, �Left to themselves creative engineerswill deliver themost

complex system they think they can debug.� Given the stakes in

security for Web 2.0, we have to do better, we have to get security

right up front, or it is game-over.

Getting it right means using the all-too-rare skills to lay down the

path of discipline, using discipline to build security in, and using built-

in security to make the world safe for Web 2.0 and all it promises.

That�s what this book is about – taking the skill now encoded in a

Standard, using that Standard to operationalize discipline, and using

that discipline to build some security in.

If you have a better idea, all I can say is �Let�s hear it� and, maybe,

�Where have you been?�

—Daniel E. Geer, Jr., ScD
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Prologue

We live in an age of great uncertainty – a period of unprecedented

technical innovation that is transforming our lives. It is innovation that

accelerates even as we harbor an unquiet sense of the unknown destina-

tion; where does all this new technology take us andwhat becomes of us

in the process? Ray Kurzweil, a pre-eminent technology innovator spoke

to this point of innovation acceleration at HarvardUniversity, mindful he

said of the �intertwined nature of the risks and benefits�. It was February

2005. If only it could be slowed down enough that we can better

understand thepromiseof its benefits andcalculate the severityof its risks.

But innovation cannot be slowed; it runs along its own coursewith a

gathering momentum fuelled by competitive global markets and not

beholden to any other law than the one that states simply: �technology
begets technology at an ever-increasing rate.�

Nowhere is the uncertainty associatedwith accelerating innovation

more pronounced than in the world of cyberspace, where information

technology insinuates itself into every nook and corner and then

transforms itself with blinding speed. In the world of cyberspace, we

are faced with the challenge of trying to secure new territory without

having entirely figured out how to protect the present – the cyber

security dimension of cyberspace.

It is perhaps easiest to illustrate the challenge we face by recalling

thewell-known story of the frog in the cauldron of boilingwater. A frog

that is dropped into a cauldron of boiling water will immediately leap

out to save itself. However, if this same frog is placed in a cauldron

filled with tepid water that is then only gradually brought to a boil its

reaction is very different. Because the increase in temperature is

gradual, the frog stays put not realizing its predicament until the water

reaches the boiling point and by then it is too late.
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Consider in this story similarities with Security in aWeb 2.0+World.

The present networks remain unprotected; mastery of the security

paradigm remains an elusive target. So what is this ill-defined world of

Web 2.0?1What is the risk today, and how can one address the growing

risk tomorrow? The temperature is rising, yet complacency rules. It is

time to sense the growing danger and make the necessary response.

There is a dilemma, however, in discussing the topic of cyber

security – a problem of communication where policy makers and

technologists speak, but in a language that fails to inform one to the

other and fails to inject a sound understanding. Simple questions go

unasked and unanswered. How serious is the problem of cyber

security? Are the issues correctable, and how much time is there to

take corrective measures? While risk assessments are done daily, the

metrics of assessing the vulnerability of new technologies are not

consistently agreed upon and not well practiced.

�We have not been able to easily discern what threats we would face,

what the tools of influence would be, or who would become our

opponents. The outcome has been a kind of strategic indecision that

puts the United States at risk.�2

There is general agreement on a few points, yet, these same points also

illustrate why the answers are not easily forthcoming. Security is not

intrinsically separate from the business functions; it is ameasure of overall

businessriskrepresentedinthetermsofcost.Whatdoesitcostthecompany

to lose access to the functions supported by the network and by this

determination how much should be spent in security to protect against

this loss? This question, addressed in Chapter 2, needs to be answered in

order to better calculate business risk. Security metrics, the science of

measuringsecurity, remainsundefinedandsoit isnotwellpracticed.There

is more to lose in financial terms and in tarnished reputations, but how

much, and to what degree of impact remains a degree of conjecture.

1 According to the definition available at www.wikipedia.org, ‘‘Web 2.0’’ describes the

changing trends in the use of World Wide Web technology and web design that aim to

enhance creativity, communications, secure information sharing, collaboration and

functionality of theweb.Note: this andother definitions obtained from theWikipedia are

licensed under the GNU Free Documentation License.
2CSIS Commission on Cybersecurity for the 44th Presidency. Securing Cyberspace for

the 44th Presidency. (p. 12). Washington: Government Printing Office, 2008.
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To begin to answer these questions requires putting in place the

foundational constructs of technical and process metrics, the econom-

ics of loss in the era of �cyber-value�, and to communicate the concepts

of cyber security from policy to technology clearly. In the absence of

these constructs, one can anticipate what is already happening: policy

disconnected from reality andbureaucracy that exacerbates rather than

remedies. There are many already arguing this point with Sarbanes-

Oxley3 and the California Senate Bill 1386 (SB 1386).4 Policy without

themetrics to determine its effectiveness often ends up creating a spiral

of increasing costs without the intended benefits.

To better understand and communicate the issues of cyber security

between policy maker and technologist requires an effort to speak to

both in a manner that each can understand. With this intention, each

chapter in this book begins with its own executive summary; speaking

to the policy maker: the business executive, the academician, and

government executive. Transitioning to the body of each chapter, the

target audience shifts. It is meant not just for the security professional,

but for all makers and developers of the information communications

technology (ICT) systems, a term applied in this book encompassing

traditional �IT� or information technology (thought of with data net-

works) and telecommunications systems (thought of with telephony

and video systems). To embed security in the ICT systems, will require

first that one begin with explaining the principles of good practice for

security design to the engineers who make the products and systems.

The target audience is thus a broad population, ranging from those

who need to know enough about cyber security to make effective

policy decisions to the engineerswhodesign the ICT systems. The book

does not cover how to encrypt data, but where it should be considered

and in what measure it should be applied. In this manner, it aims to

lessen the mystery surrounding cyber security and present it as sound

engineering principles that need to be applied in the right measure.

Three key points will be stated and reinforced in later chapters. The

first is that there is not much time; years cannot be spent to begin

the process of embedding security into current and future systems. The

second is that there is a need for models that allow one to measure

security in the design stage, in deployment and in production. With

Prologue xvii
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the use of better security models, one can expect a lessening of the

dependency on cyber security experts and transform the practice of

security more to the science of metrics, baselines and business-rational

remediation. This book proposes two models that can help make this

transformation– theX.805standard5and the securityvalue lifecycle.Both

of thesemodelswillwork towardcreatinggreater transparencyas away to

bring a more finely grained trust context into computing transactions.

The final point is that the stakes could not be higher. Thiswill be said

repeatedly: Information communications technology is embedded in

the whole of technology and becomingmore so with each day that we

automate to improve operational efficiency and compete in the global

markets.

Tounderstandtheissueofhowmuchtime, oneneedstolooknofurther

than the convergence of technology and the emergence of Web 2.0

computing. Convergence is the move from separate infrastructures and

technologiesforvoice,videoanddatatoonetechnologyplatform–Internet

Protocol (IP) – and toward a unified infrastructure, not separate plants.

Convergence is happening around the world – one can recognize it

in the marketing speak of triple play6and IPTV,7 as two examples.

When the convergence is done, it will be too late and too expensive to

redesign these systems and protect them against a hostile environment

of hackers working with organized crime

There is little time to ensure that security is engineered into the

systems that the wonderful benefits of convergence and Web 2.0

computing are designed to withstand the rigors of the inherent risk.

As an example, �newpay-TVmarket data indicates that IPTVwill grow

by an estimated 32percent annually over the next six years to nearly 79

million subscribers globally by the end of 2014.�8 The dependency is
deep and more intertwined in everyday life.
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5 http://www.itu.int/rec/T-REC-X.805-200310-I/en
6www.wikipedia.org - tripleplay: In telecommunications, the triple play service is a

marketing term for the provisioning of the two broadband services, high-speed Internet

access and television, and one narrowband service, telephone, over a single broadband

connection. Triple play focuses on a combined business model rather than solving

technical issues or a common standard.
7www.wikipedia.org - IPTV is a system where a digital television service is delivered

using Internet Protocol over a network infrastructure, which may include delivery by a

broadband connection.
8 RichardGrigonis, �IPTV (Telco TV) Tops Pay-TVPlatformGrowth at 32 Percent�, http://
www.tmcnet.com/channels/3g-voip-iptv-performance/articles/48691-iptv-telco-tv-

tops-pay-tv-platform-growth.htm (January 14, 2009)
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